United States Attorney
Southern District of New York

FOR | MVEDI ATE RELEASE ~ CONTACT: U.S. ATTORNEY' S OFFI CE

Sept enber 9, 2004 HERBERT HADAD, MEGAN GAFFNEY
PUBLI C | NFORMATI ON OFFI CE
(212) 637- 2600

EX-CFFI A AL OF LOCAL COMPUTER CONSULTI NG FI RM
PLEADS GU LTY TO COMPUTER ATTACK CHARGE

DAVID N. KELLEY, the United States Attorney for the
Sout hern District of New York, announced that NEAL COTTON, a
former network adm ni strator of a Manhattan-based conputer
network consulting firmcalled Cyber City, Incorporated, pled
guilty today in Manhattan federal district court to felony
conputer intrusion charges stemmng from COTTON s el ectronic
attack on Cyber City’'s conputer systemin April 2003. COTTON s
attack on Cyber City destroyed portions of its conputer hardware
and deprived its custonmers of their conputer data.

According to the Crimnal conplaint filed previously in
the case, Cyber City, a local conputer network consulting firm
provi des a variety of computer network and database services to
busi nesses | ocated in Manhattan, Los Angeles, Atlanta and London.
These services include conmputer network design, purchasing of
conmput er hardware and software, network installation and
mai nt enance, website production, and conputer data backup and
techni cal support. COITON was a Cyber Cty field technician

bet ween 1999 and 2003. In that capacity, COITON was provided



w th various passwords and user codes that gave himaccess to
Cyber City' s conmputer network, both frominside Cyber Cty’s
of fices, and via renote connection over the Internet.

According to the Conplaint, on April 2, 2003, an
executive of Cyber Cty informed COTTON he would be fired from
the conpany. On April 3, 2003, COTTON told a Cyber City co-
wor ker that he was displ eased because Cyber City had failed to
pay hi mseveral hundred dollars in exchange for some conputer
equi pnent COTTON had returned to Cyber GCity.

According to the Conplaint, later that night, Cyber
City experienced a conputer intrusion attack on its network that
wi ped out files and data of several of Cyber City’ s nopst
i nportant client conpanies, rendering custonmers’ conputer
net wor ks usel ess, sone for days, and caused sone custoners to
| ose data permanently. As the conplaint states, at around the
time the attack on Cyber City was perpetrated, COTTON s co-worker
observed COTTON sitting at a conputer a the co-worker’s hone, and
|ater COITON admitted to the co-worker that COTTON had attacked
Cyber City’s conputers.

According to the conplaint, although Cyber Cty was
able to restore its systemand service to its custonmers with sone
effort, including retaining outside data recovery services, sone
data was permanently | ost.

At COTTON s guilty plea today before United States



District Judge DENNY CHIN to a one-count felony information,
COTTON admitted that he had commtted the conputer attack with
the intent to damage Cyber City’s conputer systens.

According to the Conplaint, Cyber Gty s |osses
resulting fromthe conputer attack, including time, effort and
out - of - pocket expenses required to repair the system restore
custoner data, and repair customer relations, exceeded $100, 000.

COTTON faces a maxi mum sentence of 10 years in prison
and a $250,000 fine or twice the gross gain or gross |loss from
t he of f enses.

COITON, 28, lives in Astoria, Queens.

M. KELLEY praised the efforts of the Federal Bureau of
| nvestigation in this case.

Assi stant United States Attorney DAVID SIEGAL is in
charge of the prosecution.
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